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Abstract—In Rayleigh fading channels, we investigate the
secrecy performance of a full-duplex relay secure transmission
system. To improve the secrecy capacity of the system and
efficiently interfere the interception of the eavesdropper, the
multiple-antenna source applies the artificial noise aided pre-
coding (ANP) scheme to broadcast the intended signal and the
artificial noise simultaneously, and the decode-and-forward relay
operates in full-duplex mode. To improve the received signal-
to-noise ratio (SNR), the multiple-antenna destination applies
maximum ratio combining (MRC) strategy. In the presence
of self-interference at the relay, the approximate closed-form
expression of ergodic achievable secrecy rate (EASR) for any
values of antenna number and the exact closed-form expression
of EASR for large-scale antennas array were derived respectively.
Both the theoretical analysis and numerical simulations show
that the ANP combined with full-duplex scheme can achieve
considerable secrecy performance gain.

Index Terms—Physical-layer security, full-duplex, decode-and-
forward, artificial noise, achievable secrecy rate

I. INTRODUCTION

ECURITY is the key part in wireless communication
S networks owing to the broadcast characteristics of radio
signal. The security issue has become an increasingly chal-
lenging problem for wireless communication systems. Physical
layer security has been a promising technique to complement
the traditional cryptography due to its benefits in enhancing
the secrecy level of wireless communications by directly
exploiting the randomness offered by wireless channels [1],
[2]. Wyner originally developed the concept of physical layer
security for the Wyner wiretap model in [3]. In recent years,
more extensive and practical physical layer security problem
solutions have been investigated in academia, physical layer
security technology has been more and more deeply concerned
about.

The full-duplex (FD) relay allows the reception and trans-
mission of information to be performed simultaneously, so that
the wireless resources (time and frequency) can be utilized
more efficiently. The self-interference (SI) caused by the signal
leakage from the transmit antenna to the receive antenna is the
main factor limiting the performance of the FD relay system.
The presence of SI seriously reduces the received signal-to-
interference ratio (SINR) of the relay, which in turn damages
the overall performance of the communication system [4].
With the improvement of latest hardware design and the self-
interference cancellation (SIC) technologies based on antenna
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isolation, analog elimination and digital elimination [5], the
advantages of FD techinique can be fully exploited.

The existing study of the traditional three-node eavesdrop-
ping model show that the positive secrecy transmission rate
does not always exist. Cooperative jamming (CJ) technology
based on multiple antennas can not only enhance the rate of le-
gitimate channel, but also reduce the risk of being intercepted,
so that it can enhance the secrecy performance efficiently [6].
As an efficient CJ scheme employed at the source, artificial
noise aided precoding (ANP) beamforms the artificial noise
(AN) to the orthogonal space of the legitimate channel to
improve the secrecy performance [7]. To maximize the average
secrecy rate, the optimal power allocation (PA) solutions were
investigated in [8], [9]. The secrecy performance of ANP has
been further investigated for specific types of relay secure
systems. In [10], the optimal beamforming and PA methods
were proposed respectively for cases with known and unknown
channel state information (CSI) of the eavesdropper link in
decode-and-forward (DF) relay secure systems. In [11], an
asymptotic analysis of ergodic secrecy capacity (ESC) and
secrecy outage probability (SOP) was made for amplify-and-
forward (AF) relay systems. In the presence of the direct links
between the source to the destination and eavesdropper, the
secrecy rate achievability in AF relay networks without jam-
ming signal was characterized in [12]. When ANP meets FD
in the relay secure systems, it becomes natural that significant
improvement of secrecy performance can be realized.

In this paper, we consider a FD relay secure transmission
system, where an eavesdropper can receive the signal from
both the source and the relay, and the destination can only
receive the signal from the relay. The multiple-antenna source
applies the ANP scheme to broadcast the useful information
and AN simultaneously. We fully consider the SI channel at
the FD relay node, which increases the difficulty of deriving
the closed-from expression of ergodic achievable secrecy rate
(EASR). The approximate closed-form expression of EASR
for any values of antenna number is obtained by using Gauss-
Laguerre integral approximation method in numerical analysis
theory. In order to further reveal the secrecy performance of
the system with large-scale antennas array, the exact closed-
from expression of EASR is derived. Based on the simulation
results, the influence of system parameters on EASR is an-
alyzed, and the EASR performance of the FD relay system
is compared with that of the traditional half-duplex (HD)
relay system, which highlights the superiority of the FD relay
scheme and the importance of SIC.

978-1-5090-5019-2/17/$31.00 ©2017 IEEE
Authorized licensed use limited to: KINGS COLLEGE LONDON. Downloaded on October 31,2022 at 17:12:25 UTC from IEEE Xplore. Restrictions apply.



II. SYSTEM MODEL

Figure 1. Transmission model of the dual-hop full-duplex relaying secure
communication system.

Fig. 1 shows a full-duplex relay secure transmission system
model, which is composed of a source (S), a destination
(D), a full-duplex DF relay (R), and a passive eavesdropper
(E). We assume there is no direct link between S and D
due to the propagation loss caused by long distance [13].
The antenna numbers of S, D, R and F are Ng, Np,
2 and 1, respectively. One of the two antennas at R is
specifically for emission, and the other is for reception. All
links are modeled as block Rayleigh fading channels, i.e.,
the channel remains static for one coherence interval and
changes independently in different coherence intervals. The
channels S - R, R - D, S - EF and R - FE
are denoted as hgp = [th,hQR,“' ,hNSR]T, hrp =
[hrishros - s henpl’s 8se = [91m, 928, > gnse) and
9grE, respectively. The SI channel at R induced by the full-
duplex property is denoted as frgr. Each element of hgg,
hrp, gse, gre and frr follows independently and iden-
tically distributed (i.i.d.) complex Gaussian distribution with
zero mean and unit variance. In this paper, we assume that the
transmit power of S and R are Pg and Pg, respectively. And
the noise at each received node is the additive white Gaussian
noise (AWGN) with zero mean and unit variance.

To maximize the received SINR of R and meanwhile to
interfere the interception of E, S employs the ANP as the
transmission strategy. The source signal can be formulated as

Xg [1] = wiz [i] + Wav, (D

where x [i] is the intended signal in the i-th time slot,
vy € CWs=1x1 js an AN vector and each element of v
is an i.i.d. complex Gaussian random variable with variance
ag, w1 is the transmit beamforming vector and is chosen to
match the first hop channel hgg, i.e., w; = hSR/ Ihsg|| and
W, is chosen as the orthogonal basis of the null space of
hsg, ie, Wy = null (hZ;) and Wy € CVs*(Ns=1 | We
denote o (0 < v < 1) as the ratio of the power of the infor-
mation signal z [¢] to the power of the source node Ps, i.e.,
E {|x [i]|?} = aPs, and we have 02 = (1 — a) Ps/ (Ns — 1)
due to the equal distribution of transmit power among Ng — 1
AN elements. Thus, the received signals at R and F can be
expressed respectively as

yr [i] = h§pxs [i] + frrt [i] + nrpy
= ||hsgl| = [1] + frrt[i] + nr[i], )

yE [i] = g55xs [i] + gret [i] + np [i]
=gipwiz [i] + gfgWav + grpt [i| + np [i], (3)

where t[¢] is an information signal re-encoded by R, where
E [|t[i]|?] = Pr. ngi] and ng [i] are the AWGNs received
by R and E, respectively.

Since R knows its own forwarding signal, the SIC tech-
niques can be used to reduce the effects of SI at R. After
incomplete SIC, the received signal at R can be expressed as

ir [i] = hipxs [i] + frrt[i] + nr [i]
= |[hsrl z [i] + frat[i] +nr[i], 4)

where f rr models the residual SI channel owing to the
incomplete SIC, | frr|? is exponentially distributed with mean
1 / K, which is a key parameter related to the strength of SIC
[14]. The forwarding signal at R can be expressed as

¢[i] :\/IZ%;C[@—T], )

where 7 denotes the time delay generated by the relay when
decoding the received signal.

The destination node adopts the maximal ratio combin-
ing (MRC) for reception, and the combining vector is
hil,/Ihgpl|. Thus, the received signals at D can be ex-
pressed as

. hip
yp [i] =
|hrpl|
= |[hrpl[t[i] + np [i], (6)
where np [i] is the AWGN received by D.
From (4) and (6), the instantaneous SINRs of channel S —
R and R — D can be written respectively as

hrpt [Z] +np [Z]

aPs |hgg|?

Yor = S! sal @
|frrI?Pr + 1

YRD = ||hRD||2PR~ (8

Under the assumption that R adopts the fixed DF strategy
[15], [16], the received SNR at D can be expressed as

vp = min{vysr,Yrp} - 9

Let us assume that the eavesdropper node intends to decode
the signal from the source node, seeing other terms as inter-
ference and noise [17]. From (3), the received SINR at F can
be written as

Oéps’yl
— oS 10
T as + s Pr+ 1 10
2 2
where v1 = |gfphsr|?/ [hsrl” 12 = [|gfeW2| . 75 =

grel’ a2 (1—a)Ps/(Ns - 1).

Note that vsr, YrD, and «; for ¢ = 1, 2, 3 are independent
with each other. Since each element of hsr, hrp, 855, 9rE
and frp follows the i.i.d. complex Gaussian distribution with
zero mean and unit variance, ||hgp| 2 vrp and o follow
the Gamma distribution, i.e., |hrp||” ~ T'(Ns,1), yrp ~
I'(Np,1/Pr) , y2 ~ I'(Ns — 1,1). Meanwhile, |frpr|® and
v; for ¢+ = 1, 3 follow the exponential distribution with unit
expectation, and we denote that the general expression of
exponential distribution is F ().
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III. ERGODIC ACHIEVABLE SECRECY RATE ANALYSIS

In this section, we analyze the EASR of the FD relaying
transmission system. In the considered model, the secrecy
capacity can be expressed as Cs = [Cp — Cg|t, where
[z]" £ max{0,z}, Cp and Cg are the mutual information
of the legitimate channel and the eavesdropping channel,
respectively, and can be given by Cp = log, (1 +vp) and
Cp = log, (1 +7E) in our considered system. The ergodic
secrecy capacity is defined as the rate below which any average
secure communication rate is achievable and can be formulated

under block fading channels as [18]
Blcs] = [ [ 100~ Cul" () 1 (o) dvpdre
o Jo
) [[CDfC’E]J’]. (11)

However, the exact evaluation of (11) appears to be in-
tractable for our transmission model. Alternatively, we focus
our analysis on a lower bound of (11), expressed as

E[Cs] > [E[Cp] ~ E[Cp]]" £ Cs,

which is also called the ergodic achievable secrecy rate
(EASR).

(12)

A. EASR Analysis for Any Values of Antenna Number

In the following, we will provide the approximate closed-
form expressions of E [Cp] and E [Cg] respectively.

Lemma 1: The approximate ergodic capacity of the legiti-
mate channel is expressed as

1 q
E[Cp] ~ 2 > wi (),
i=1

where ¢ denotes the number of points used to approximate
the integral, z; (i = 0,1, ..., q) is the i-th root of the Laguerre
polynomial £, () and w; which does not depend on ® (2) is
the i-th weight given by

13)

2

Ww; = R (14)
[(q+1) Lot (2)]

Note that both z; and w; can be calculated efficiently using

the algorithm provided in [19]. Hence, we can use (13) to

represent the approximate closed-form expression of E [Cp)].

Proof: Applying the change of base formula for loga-
rithm, we can formulate E [Cp] as
1
E = —E[n(1
(Cp] = —=EIn(1+1p)]
L [P1-Fy (@)
In2 14z
Invoking (7), we obtain the CDF of vygg as

. (15)

Ns—1 m

KT Y Y (Zj)

m=0 n=0

F

VSR (x) =

™ PR (aPs) T T (n 4 1)
m! (Prz + KaPg)" ™!

. (16)

From (8), the CDF of ygp can be expressed as

Moty 2\
Fopp=1-¢Pr Y U!<PR) . (17)
v=0
Based on (16) and (17), applying the equation

of vp can be given by

F,YD(I):lf[lfF

VSR

(@) [1 = Fypp (2)]
NS 1 m Np-—1
m=0 n=0 v=0 ( )
2" PR (aPs)" T T (n 4 1)
m! (Pra + KaPg)"
Substituting (18) into (15) yields the half closed-form expres-
sion of E [Cp] as follow

1 +oo
= 2/ e d () dx,
where

Ns—1 m Np-1
>y > (7))
m=0 n=0 v=0
N Gt (aPs)" ™™™ (n +1)
ml! (Prx + Kon?PS)"'H (0 4 x) ym+v—n-1 ’
(20)

aPs +r5 PR

=1—Ke

(18)

E[Cp] = (19)

where ¥ = 1/ (aPs) + 1/ Pg.

The integral in (19) can not be further reduced to a closed
form. As such, we resort to the Gauss-Laguerre quadrature
(GLQ) method to solve it [20]. By the rules of GLQ method,
(13) can be obtained. |

Lemma 2: The approximate ergodic capacity of the eaves-
dropping channel is expressed as

1
E N — ; 21
[Cr] ~ 1 ;wm (=), @n
where
M () = M =DV (aPy)™ o(1-ahs)»
“i (1+ ) (aPs + Pra)
1
X ~v—7- (22)
[aPS (Ns — 1) + (1 — a) Psw] s
Proof: The derivation is similar to the proof of (13).
Invoking (10), the CDF of g can be written as
F, (g)=1- D= DN (aPs)N e aPs
r)=1-—
e (aPs + Pgx)
1
(23)

X N1
[aPS (NS — 1) + (1 - a) Psx] o
Applying the change of base formula for logarithm, we can
formulate E [Cg]| as

E[Ch] = C5ElIn(1+75)]

L[,

= 24
In2 1+ 24
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Substituting (23) into (24) yields the half closed-form
expression of E [Cg] as follow

1 fre
:m/o e "H (z)dx.

We note that the exact closed-form expression of the integral
in (25) is mathematically intractable. Fortunately, by applying
the GLQ method, (21) can be obtained. |

Finally, from (12), (13) and (21), the approximate closed-
form EASR for any values of antenna number can be written
as

E[Cg] (25)

B 1 q q +
Cg~ o Lz_; wi® (2;) — ;%’H (Zi)‘| . (20

B. EASR Analysis for Large-scale Antennas Array

Theorem 1: As Ng — oo, Np — oo, the EASR for the FD
DF relaying secure communication system can be expressed
as

6S‘large = {E [CD] |large —E [CE] |large}+ . (27)

where

K
E[Co]lse = 5 {In(1+0) e [ (0, KoNepe)
KaNgPs KaNaP
s )

—e  Pgr
(28)

%Ei (_ (1_a)PS+1)

aPgs e PR P

In 2(aPs—PRr)

(zo)Ps+1 (1—a)Ps+
. s+1
—e aFs E1<77) :

E [CE] |large =
aPg

(29)
where @ = min{aNgPs, NpPgr}, T'(-,-) denotes the in-
complete Gamma function, Ei(-) is the exponential integral
function.

Proof: As Ng — oo, by the law of large numbers, we

get
2 Ns )
SR = aPs ||hsr| _abs > i [hirl
|frRr|I*PR + 1 |f|2Pp +1
NgPSE [|h;n?
~ 25T [ Rl]. (30)
|frRRI?Pr + 1

Since |h;r|? follows the exponential distribution with unit
mean, i.e., E [|h;g|?] = 1, we have

- aNsps
|\frRI*Pr +1
Similarly, Yyrp =~ NpPg, y2 =~

VSR 31
s — L

Under the assumption of large-scale antennas array, the
ergodic capacity of the legitimate channel can be written as

RETYATEY WS
In2 0

E [CD} |large dx. (32)

14+

The CDF of vp |jarge is as follow

Ng P,
F"/D|large ((E) = Pr |min M, NDPR <z
|frRr|*Pr + 1

=1—|1—-Pr ng
|frRRI*Pr +1

X [1—PI‘(NDPR§£E)]

1 ,x > NpPg

= alNsPs ¢ ~ 9 X
Pr{ —5%— <|frrl ,& < NpPg

(33)

When x < NpPgr and x > aNg Ps, the following equation

holds true
Othps _ 1
Prf——2 -

(34)

<|frrl?] =1.
P _|fRR>

When © < NpPgr and * < aNgPg, applying |fRR\2 ~
E (K), we obtain

aNsps _ 1
P _—r
T PR

aNgPg—=x
Prz

< |fRRQ> =e " (39)
After some simple mathematical operations, the CDF of
D |large can be expressed as

1 ,x > €

F’yD|1arge (1’) = { e_chNsPsﬂc o (36)

Prpx

<O

Substituting (36) into (32) yields (28). By a similar deriva-
tion procedure as above, we can attain (29). |

IV. NUMERICAL RESULTS AND DISCUSSION

In this section, we show the numerical results to validate
the derived analytical expressions by using Monte Carlo
simulations. In all figures, without other indecation, the FD
curves are the analytical results of (26) by setting ¢ = 300,
the simulation points are the exact Monte Carlo simulation
results, and are the average values obtained by 10° random
channel realizations.

8

o Simulation
= = = +HD simulation
FD analysis, K=30dB

7L

| e FD analysis, K=12dB
—— FD analysis, K=0dB

EASR/(bps/Hz)
N w Y
T

15
P(dB)

Figure 2. EASR comparison between FD scheme in this paper and traditional
HD scheme (Ng =2, Np =4, a = 0.5).
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Fig. 2 compares the EASR of the FD and the traditional
half-duplex (HD) modes [7] under the same total transmit
power P. The HD curve is the Monte Carlo simulation of
the traditional dual-hop HD mode. For the fairness of the
comparison, we set the total power of every time slot for the
two transmission modes as a constant P, where Pg+ Pr = P.
In every time slot of the FD mode and the second time slot
of the HD mode, the power allocated to .S and R are all half
of P. Note that the source transmits only random AN and the
relay forward information simultaneously in the second time
slot of the HD mode, which is different from [7]. In the first
time slot of HD mode, since R works in the receive mode, we
allocate all the power P to S. We can see that the approximate
closed-form expression of EASR (26) matches well with the
Monte Carlo simulation results, which proves the feasibility of
GLQ method in this paper. When K = 0dB, i.e., without SIC,
the performance of EASR in the FD mode is not always better
than that of the HD mode, especially in the middle to high
level of total transmit power. When K = 12dB, the EASR
of FD mode is better than that of HD mode for various total
power of interest. When K = 30dB, the EASR of the FD
mode is almost twice than that of HD mode for various total
power of interest, revealing the superiority of the FD mode
and the necessity and importance of SIC.

P N I
e S
,’ . . \.\
Tr /©  Simulation ~
/. Analysis, P.=10dB, K=30dB

! . The optimal value
6 I - - - Analysis, PSZIOdB, K=0dB

/E— Analysis, PSZZSdBA K=30dB
........... Analysis, PSZZSdB, K=0dB o

EASR/(bps/Hz)
'S "

Figure 3. EASR for ANP versus « for different Pg and K (Ng = Np = 6,
Pr = 20dB).

Fig. 3 shows the EASR performance versus the PA factor o
for different Ps and K. From this figure, we can see that, the
impact of the SI on EASR is significant. When Pg approaches
the value of Pg, such as Ps = 25dB, there exits an optimal
PA factor in the the range of (0,1), since the dual hop of relay
link is balanced and the adjustment of « has a distinctive effect
on EASR. The optimal PA factor decreases when K increases
from OdB to 30dB. This is because that, with the increase of
the degree of SIC, the ergodic capacity of the S — R link
increases, and the source does not need to allocate too much
power to the useful information. Meanwhile, with the decrease
of PA factor, the power allocated to the AN increases, further
suppressing the ergodic capacity of eavesdropping channel.
However, when Pg is much smaller than Pg, such as Pg =
10dB, all power should be allocated to useful information for

various values of K, since the capacity of the legitimate link
is constrained by the first hop.

8

EASR/(bps/Hz)

o Simulation

s’ Analysis, Pg=10dB, P, =10dB
-
; I - = = Analysis, P¢=10dB, P, =20dB 1
_- - === Anal ysis,PSZZSdB,PRZIUdB
- Analysis, P.=25dB, P, =20dB
0 . . . . .
0 5 10 15 20 25 30

K(dB)

Figure 4. EASR for ANP versus K for different Pg and Pr (Ng = Np =
4, a = 0.5).

Fig. 4 shows the EASR performance as function of K for
different Pg and Pg. It is observed that with the increase
of the degree of SIC, the EASR increases for all transmit
power settings. When the degree of SIC is strong and Pg is
low, upgrading Pg appropriately can improve EASR. When
the degree of SIC is moderate or weak and Pgs is low, Pg
should not be too high. When the degree of SIC is moderate
or strong and Pg is high, it is better to make Pg higher. It is
worth noting that, for moderate-to-high Pg and lower Pg, the
impact of the SI on EASR can be negligible.

8

7k o Simulation " "‘/; J
Analysis, N =2, N_=2 *
S D K
6| = = =Analysis, N=2, N =6 24

_____ Analysis, NSZZ, ND:10
L e Analysis, Ns:4’ ND:4

0 5 10 15 20 25 30
P(dB)

Figure 5. EASR for ANP versus Pg for different Ng and Np (a = 0.5,
Pr = 20dB, K = 20dB).

Fig. 5 shows the EASR performance versus Pg for different
Ng and Np. When Pg is moderate or low and Ng is a
constant, EASR is nearly not affected by Np due to the
DF protocol. Increasing Ng for comparatively smaller Ng or
increasing Np for high Pg will effectively increase EASR.

Fig. 6 confirms the correctness of (27). Comparing Fig. 3
and Fig. 6, we observed that large-scale antenna technology
can significantly improve the EASR performance. With the
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- = = Analysis, PSZZOdB B
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)

Figure 6. EASR for large-scale antennas array versus « for different Pg
(Ns = Np =100, K = 20dB, Pr = 18dB).

increase of Pg, the optimal PA factor decreases. This is
because, in the moderate-to-high level of Pg, the SINR of the
eavesdropping channel is high, and S should allocate more
power to the AN to ensure the security of system.

V. CONCLUSION

In this work, an ANP combined with FD scheme is utilized
in the DF relay secure communication system to promote
the secrecy performance. We derived the approximate closed-
form expression of EASR for any values of antenna number.
Furthermore, the exact closed-form expression of EASR with
large-scale antennas array was derived. Simulation results have
demonstrated that GLQ method is valid to approximate the
integral in this paper. Based on the theoretical analysis and
simulation results, the influence of the system parameters on
the performance of EASR is described and analyzed, and the
effectiveness of the proposed ANP combined with full-duplex
scheme is verified.
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