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ABSTRACT In Rayleigh fading channels, to enhance the secrecy performance of wireless communication
systems and efficiently disturb the interception of eavesdroppers, the multiple-antenna source node utilizes
the artificial noise aided precoding (ANP) strategy with imperfect channel state information to emit the
confidential information and the artificial noise simultaneously. Besides, the two-antenna decode-and-
forward relay node applies the full-duplex (FD) relaying protocol, and the destination node which contains
multiple antennas adopts the maximum ratio combining technique. Taking into account the existence of self-
interference at the relay, the closed-form expression of approximate ergodic achievable secrecy rate (EASR)
for any value of antenna number and that of exact EASR in the case of large-scale antenna array are derived,
respectively. To extract more distinct insights from the considered system and hence obtain some simple and
meaningful conclusions, the asymptotic performance analyses in two different asymptotic cases are studied.
The numerical simulations validate the correctness of our theoretical derivation and analysis, which indicates
that the ANP scheme combined with the FD relaying can achieve considerable secrecy performance.

INDEX TERMS Physical layer security, full-duplex relaying, artificial noise aided precoding, imperfect
CSI, ergodic achievable secrecy rate.

I. INTRODUCTION

The broadcast characteristics of the radio frequency (RF)
signal cause that the information emitted from the source can
be easily intercepted by the eavesdropper. The eavesdropping
problem is an essential challenge in wireless communication
systems and therefore the secure transmission of informa-
tion has become an important research topic. In the context
of rapid development of modern processor, the traditional
upper layer encryption coding scheme is getting increasingly
unreliable. Physical layer security (PLS) which can improve
the secrecy performance of wireless transmissions by directly

exploiting the randomness provided by wireless fading chan-
nels has been considered as an outstanding approach to com-
plement the conventional cryptography [1]-[9]. The concept
of PLS was developed originally by Wyner for the Wyner
wiretap channel in [10]. Recently, more and more practi-
cal and distinctive PLS problems have been studied, PLS
technique has attracted enormous academic and industrial
interest.

The full-duplex (FD) technique which can make wireless
resources (time and frequency) be utilized more efficiently
allows information reception and emission to be performed
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simultaneously. Unfortunately, self-interference (SI) caused
by the signal leakage from the transmit antenna to the receive
antenna is the main factor limiting the performance of FD
transmission systems [9], [11]. The SI seriously decays the
received signal-to-interference-and-noise ratio (SINR) at the
FD node, which in turn damages the overall performance
of wireless transmissions [12]. Thanks to the rapidly devel-
opment of the latest hardware design and self-interference
cancellation (SIC) technologies that are based on antenna
isolation, analog elimination and digital elimination [13],
the SI can be suppressed to noise level, which makes the
advantages of FD technique be further released.

Cooperative jamming (CJ) approach can not only reduce
the probability of being eavesdropped by sending the jam-
ming signal, e.g., artificial noise (AN), but also maintain the
fine reception of intended information, hence it can improve
the secrecy performance efficiently [14], [15]. As a promising
CJ scheme applied at the source, artificial noise aided precod-
ing (ANP) method can beamform the AN to the null space of
legitimate link to enhance the secrecy performance [16]-[20].
The ANP scheme can transmit the legitimate information
and the AN at the same time utilizing the additional spatial
degrees of freedom of antenna array. To avoid interfering
the intended destination and reduce the eavesdropping chan-
nel capacity, the AN signal should be beamformed into the
orthogonal space of legitimate channel. The effectiveness of
ANP scheme is strongly related to the accuracy of chan-
nel state information (CSI) obtained by the source node.
In practical wireless communication scenarios, CSI is nor-
mally obtained by the following techniques, pilot training,
channel estimation and feedback [21], [22]. The errors of
pilot training or channel estimation and the time delay of
feedback inevitably result in CSI imperfection [23], [24].
The imperfect CSI would lead to a severe problem called
AN leakage, namely, the AN signal is not aligned perfectly
in the orthogonal space of legitimate channel and thus the
intended destination node will be obstructed to some certain
degrees [25]. With imperfect CSI, a robust beamforming
scheme was proposed in multiple-input multiple-out (MIMO)
system in [26]. The impact of channel quantized feedback
on the performance of ANP scheme was discussed in [27]
and [28]. Wang ef al. in [29] studied training as well as feed-
back and proposed a joint optimization proposal.

In order to optimize the average secrecy rate perfor-
mance of wireless communication systems applying the ANP
scheme, the optimal power allocation (PA) solutions were
researched in [30] and [31]. In many distinctive types of
secure relaying communication systems, the secrecy perfor-
mance of ANP scheme has been deeply investigated. In [32],
with known or unknown eavesdropping CSI, the optimal
beamforming and PA solutions were proposed respectively
in decode-and-forward (DF) relaying wireless transmission
systems. In amplify-and-forward (AF) relaying wireless com-
munication systems, [33] studied asymptotic analyses of
the ergodic secrecy capacity (ESC) and the secrecy outage
probability (SOP). Considering about direct link between
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the source and the destination, the secrecy rate performance
of AF relaying transmissions without any jamming strate-
gies was investigated in [34]. However, to the best of the
authors’ knowledge, there is no prior work that providing
the closed-form expression of ergodic achievable secrecy rate
(EASR) or related asymptotic secrecy performance analy-
sis for FD relaying wireless communication systems which
apply the ANP scheme under the imperfect CSI condition.

This paper is an extension of our previous work [9] in
which we analyzed the EASR performance of ANP scheme
combined with FD relaying wireless transmissions under
the assumption of perfect legitimate CSI obtained by the
source. In this paper, we consider the more practical scenario
that only the imperfect CSI can be aware by the source.
Meanwhile, this practical consideration introduces a new
system parameter, i.e., the correlation coefficient between the
real channel and its estimation, which makes our proposed
model much more complicated than our previous work. Most
importantly, a novel asymptotic secrecy performance analysis
is added into this extension, which makes our work more
complete and provides several significative conclusions.

In this paper, we consider the secure transmission system
with a FD relay, where a portable single-antenna eavesdrop-
per can wiretap the confidential information from both the
source and the relay, and the destination can only receive
the signal from the relay for the reason of the long dis-
tance to the source. The multiple-antenna source utilizes the
ANP scheme to transmit the intended information and the
AN simultaneously. The two-antenna relay node works in
the FD mode, which can enhance the utilization efficiency
of wireless resources (time and frequency). The multiple-
antenna destination node applies the maximum ratio com-
bining (MRC) strategy to receive information in order to
maximize the received SNR. The main contributions of this
paper are concluded in the following.

o We take full account of a very practical communi-
cation scenario, in which imperfect legitimate chan-
nel CSI obtained by the source node and the exis-
tance of SI link at the relay are considered. Due to
this practical assumption, the closed-form expression of
EASR for any value of antenna number is mathmatically
untrackable. To obtain the closed-form expression of
approximate EASR for any value of antenna number,
the Gauss-Laguerre Quadrature (GLQ) integral approx-
imation method from the numerical analysis theory is
applied. Monte Carlo simulation has verified that the
approximation meets the simulation result very well.

o To reveal secrecy performance in the case of massive
antennas condition, the closed-form expression of exact
EASR for large-scale antenna array is derived. Simula-
tion results have validated the correctness of our theoret-
ical derivation and proved that large-scale antenna tech-
nique can enhance the EASR performance significantly.

« The asymptotic secrecy performances for any value of
antenna and large-scale antenna array in two asymptotic
cases, i.e., P — oo and Pg — 00, are investigated,

VOLUME 6, 2018



Y. Li et al.: Artificial Noise-Aided Precoding With Imperfect CSl in Full-Duplex Relaying Secure Communications

IEEE Access

FIGURE 1. Communication model of the secure transmission system with
a FD relay.

where Pg and Pg denote the transmit power at the source
and the relay respectively. The asymptotic expressions
are all in closed-form, and based on that, we gain several
concise and meaningful conclusions.

The paper is organized as follows. Section II presents
the transmission model and the ANP method. Section III
provides the closed-form expressions for any value of antenna
number and large-scale antenna array. Section IV shows the
asymptotic secrecy performance analysis. Simulation results
are presented in Section V and conclusions are drawn in
Section VI.

Notation: Bold lower case letters denote vectors, e.g., V.
Bold upper case letters denote matrices, e.g., M; (~)T, (-)H ,
E{},|-]and | - || indicate transpose, Hermitian transpose,
mathematical expectation, modulo operator and Frobenius
norm, respectively. Besides, CA (/L, 02) stands for the com-

plex Gaussian distribution with mean 1z and variance o2,

Il. SYSTEM MODEL
A. THE CONSIDERED SINGLE-ANTENNA
EAVESDROPPER SCENARIO
Fig. 1 shows the secure FD relaying wireless communication
system, which is composed of a Ng-antenna source (S), a Np-
antenna destination (D), a two-antenna FD DF relay (R), and
a single-antenna passive eavesdropper (£). One of the two
antennas at R is used to broadcast the intended signal, and
the other is applied to receive. This paper considers the cir-
cumstance that direct transmission link between S and D does
not exist owing to the severe propagation loss caused by long
distance [35]. All links are modeled as block Rayleigh fading
channels, i.e., the channel remains static for one coherence
interval and changes independently in different coherence
intervals [9]. The channels § - R, R - D, S - E
and R — E are denoted as hgg = [th, hog, -+ ,hNSR],
T
hzp = (g1, hga. -+ hewy| - 8SE = [81E. 82E+ -+ . ENsE |
and grg, respectively. The SI link at R introduced by the FD
technique is indicated as frg. Each element of hgg, hgp, gsE,
gre and frp follows independently and identically distributed
(i.i.d.) complex Gaussian distribution. In this paper, the trans-
mit power of S and R are assumed as Pg and Pg, respectively.
To maximize the received SINR at R and disturb the
interception of E, S applies the ANP scheme to broadcast
the confidential information and the AN simultaneously.

VOLUME 6, 2018

The signal emitted form the source can be expressed as
Xs = Wix + Wpyv, (D

where x ~ CN (0, aPs) is the intended information, v €
CWs—Dx1 js the AN vector, and each element of v is an
i.i.d. complex Gaussian random variable with zero mean and
variance avz. Note thatw (0 < o < 1) is the ratio of the power
of information signal x to the total transmit power of source
node Pg, and we have avz = (1 —a)Ps/ (Ns — 1) owing to
the equal distribution of transmit power among Ng — 1 AN
variables.

This paper considers a frequency-division duplex (FDD)
channel estimation system in which the channel reciprocity
no longer holds. We assume that the relay node estimates the
legitimate channel between S and R with estimation error and
sends the estimated channel information to S through an ideal
feedback channel which is a high-quality link with negligible
quantization error [23]. This assumption is widely used and
is based on the minimum mean square error (MMSE) estima-
tion technique. The beamforming vector and AN precoding
matrix are designed at the source by using the imperfect
CSI of legitimate channel S — R. Due to the existence
of estimation error, the feedback error model of legitimate
channel estimation can be formulated as

hsg = /phsg ++/T = pherr, ©)

where HSR denotes the estimated channel, h,,, ~
CN (O, 062”1) represents the channel estimation error vector,
and p € [0, 1] is the correlation coefficient between hgg and
hsr. The larger p yields better channel estimation accuracy,
and p = 1 means that the source obtains the perfect CSI of
legitimate channel.

Based on the above, the transmit precoding vector wy is
gesigngd to match the legitimate channel hgg, i.e., w; =
h{ /Ilhsgll, and Wy is made as the orthogonal weight of
the null space of hgg, i.e., Wy = null (hSR) with W, €
CNs*xNs=D Note that the imperfect CSI will result in the
AN leakage problem, i.e., AN is not perfectly mapped into
the null space of legitimate channel and D will be interfered
by the AN.

In the time slot i, S emits the signal X, [i]. Due to the FD
mechanism, R receives the information transmitted from S
and simultaneously broadcasts the re-encoded signal ¢ [i] =
/Pr/Psx [i — t] to D through its transmit antenna, where the
integer T > 1 represents the information processing (i.e.,
the information decoding and encoding) time delay at the
relay, which is typically long enough to guarantee that the
relay transmits each time instant a symbol that is uncorre-
lated from the simultaneously received symbol [36]. Hence,
the received signals at R and E can be separately calculated
as

yr [i] = hggrxs [i] + frrt [i]] + nr. 3)
YE [i] = gsexs [i] + gret [i] + ng
= gsewix [i] + gse Wav + gret [il +ng,  (4)
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where frg represents the SI channel at R, ng ~ CN (O, O'I%)
and ng ~ CN (0,02) are the additional white Gaussian
noises (AWGNSs) at R and E, separately.

Because R is well aware of its own broadcasting signal,
the effects of SI can be efficiently suppressed by the existing
SIC techniques. In this paper, we consider the practical situ-
ation that the SIC at R is imperfect, the received signal at R
after the incomplete SIC can be written as

& [i] = hsgxs [i] + frr? [i] + ng
= /plhsgllx [i] + /1 — pheywix [i]

estimation error
+v1-= ohe Wov + fret [i] + ng, (5)

AN leakage

where f rr models the residual SI channel owing to the incom-
plete SIC and indicates the degree of SIC [37].

To maximize the received SNR, D applies the maximal
ratio combining (MRC) technique, and the MRC combining
vector is denoted as h / lhgp]l. As a result, the received
signals at D can be der1ved as

H
yplil = ||h ” (hgpt [i] +np)
hH
= |lhgpl 2 [i] + —22-np, ©6)
[hgp |l

where np ~ CN (O, OLZ)I) is the AWGN at D.

This paper focuses on the worst circumstance in the prac-
tical communication systems, which means that the CSI
estimation error and the AN leakage are both modeled as
independent Gaussian noise [25]. From (5), SINR at R is
expressed as

paPs |hse|”
= = ; )
BTG + |fgr|?Pr + 0

+ a|herrwllz:|-

where

(I-a ”herrVVZ”2

G:(l—p)PSIE|:

Ng — 1
®
From (6), SNR of channel R — D can be derived as
Ihgpll® Pr
=— ©)
%D

Owing to the fixed DF strategy adopted at R [38], [39], the
received SINR at D can be calculated as

yp = min (Vsr, YRD) - (10)

The eavesdropper can receive signals from the source and
the relay simultaneously, and there is a time delay for the
signal processing at the relay, (4) can be modeled as inter-
symbol interference model [40]. In this paper, we focus on
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the specific circumstance that E intends to decode x [i], treat-
ing other terms as interference and noise [41]. Therefore,
the received SINR at E can be derived as

aPsy

YVE= ——T—, (11)
ay» + y3Pg + of

where y1 = |gsghfl?/Ihsel?, v2 = llgseWall?, v3 =
lgre|*, and a £ (1 — ) Ps/ (Ns — 1).

It is worthy to note that ysg, ygp, and y; for i =
1, 2, 3 are independent with each other. Each element of
th, hgp, gse, gre and fRR follows the i.i.d. complex
Gaussian distribution with zero mean and variance Qgg,
Qrp, QsEe, Qre and Qrr/K, respectlvely, where K rep-
resents the strength of SIC. Thus, ||h5R||2 and yrp follow
the Gamma distribution, i.e., |[hszl|> ~ T (Ns,1/Qugr),
YRD ™~ F(ND,U[Z)/ (PRQRD)) Meanwhile, [fRR|2 and y3
follow the exponential distribution with expectation Qrg/K
and Qgg respectively. Note that w; and W5 can constitute
unitary matrix [wi, W3] and each element of h,, follows
iid Gaussian distribution with zero mean and variance

m, thus we get |he,wil?> ~ E(1/02,), IheyyWa? ~

(NS -1, I/Uerr) yo ~ I'(Ng —1,1/Qsg) and y; ~
E (1/LQsE).

Combining (8) and the above analysis, we can calculate
that G = (1 — p) Pso 2., and (7) can be reformulated as

err?

~ 2
Pg ||h
VSR = paPs [hse| 5 (12)
(1 — p) Psa2, + |frr|?Pr +0R

B. THE DISCUSSION ABOUT MULTIPLE-ANTENNA
EAVESDROPPER SCENARIO

For fairness of the system setting, the eavesdropper should be
set to equip multiple antennas. In the case of multiple-antenna
eavesdropper, the received signal at E, i.e., (4), should be
revised as

= GgseXs [i] + gret [i] + ng
= Gsgwix [i] + GsgWov + gret [i] +ng,  (13)

yE [i]

where Ggg represents the MIMO channel between the source
and the eavesdropper, ggg denotes the single-input multiple-
out (SIMO) channel between the relay and the eavesdropper,
and ng indicates the AWGN vector at the eavesdropper.

Unfortunately, to the best of the authors’ knowledge, the
distribution of the MIMO channel Ggg is still unknown in
open literature [42]. Therefore, it is extremely difficult to
derive the statistical functions for (13), and further derivations
are impossible to be done. To make the ensuing mathematical
analysis tractable and to attain meaningful results, we have to
consider the compromised scenario, i.e., the single-antenna
eavesdropper scene.

The compromised scenario we consider can be practical in
the following situation. While the source communicates with
the destination with the help of a FD relay, the eavesdropper
tries to intercept the confidential information from both the
source and the relay, which means that the geographical
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position of the eavesdropper is much better than that of
the destination. To occupy a better geographical position,
the eavesdropper must be portable and flexible, e.g., hand-
carried eavesdropping equipment. The portable eavesdropper
always has low system complexity and small size for the
sake of portability, which means it contains low data storage,
limited processing power and a small number of antennas.

1Il. ERGODIC ACHIEVABLE SECRECY RATE ANALYSIS

In this section, we will analyze the EASR performance of
FD relaying communication systems. In our proposed model,
the secrecy capacity can be calculated as Cs = [Cp — Cg]™,
where [x]* £ max {0, x}. The mutual information of legiti-
mate link is indicated as Cp and that of eavesdropping link
is denoted as Cg, where Cp = log, (1 +yp) and Cg =
log, (1 + y&). The rate below which any average secure com-
munication rate is achievable is named as the ergodic secrecy
capacity, which can be given in the case of block fading
channels by [43]

E[Cs] = /0 /0 [Co — CET*f () f (ve) dypdye
=E[[Cp — Cel]. (14)

Unfortunately, the exact evaluation of (14) is intractable in
our considered wireless communication model. Alternatively,
we focus our analysis on the lower bound of (14), given by

E[Cs] = [E[Cp] — E[CE]IT = Cs, (15)

which is known as the ergodic achievable
rate (EASR).

secrecy

A. EASR ANALYSIS FOR ANY VALUE OF
ANTENNA NUMBER
In this subsection, we will calculate and derive the closed-
form expressions of approximate [E [Cp] and E [Cg], respec-
tively.

Lemma 1: The approximate ergodic capacity of legitimate
channel is given by

1 q
E[Cp]~ — gw@ () , (16)

where @ (x) is defined as (23) at the top of the next page,
g indicates the approximation points utilized to approximate
the integral, z; (i =0, 1, ..., ¢) indicates the i-th root of the
Laguerre polynomial £, (z) and w; denotes the i-th weight
given by

w; = < (17)

2 b
[(@+ 1) Lys1 )]
which is independent of ® (z) [9]. Note that both z; and w; can
be computed efficiently by applying the method proposed in
[44].
Proof: We can formulate E [Cp] as

1
E[Cp] = E]E[ln(l + vp)]
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1 ®1—-F
_ L [FI=FR e
In2 Jy 1+x
Combining (7), we can derive the CDF of ysg as (19) which
is shown at the top of the next page.
From (9), the CDF of ygp can be expressed as

(18)

olz)x Np—1 1 O.Zx n
F, =1—¢ PrR%D - D : 20
VED ¢ ; n! <PRQRD> ( )

Based on (19) and (20), and applying the equation
Fainx,y) () =1 = [1 = Fx ()][1 — Fy ()], the CDF of yp
can be given by (21) which is written at the top of the next
page.

Substituting (21) into (18), we can obtain the semi closed-
form expression of E [Cp] as

1 +00
E[Cp] = Efo e ® (x) dx. (22)

The integral in (22) can not be further derived to a closed-
form expression. To solve the problem, we resort it to the
GLQ method [45]. According to the GLQ method, (16) can
be obtained. [ |

Lemma 2: The approximate ergodic eavesdropping capac-
ity can be given by

l q
E[Cp]~ — izzlwm ), (24)
where
B Ng — 1 Ns—1
P = [Ol(Ns “D+a —a)x]

o2

X O‘NSPSQSEel_mx
(14 x) (@PsS2sE + PRQREX)
Proof: Invoking (11), the CDF of yg can be written as

(25)

Ny —1 Ns—1
aNs—1)+ (1 —oz)xi|
o2

— E
OlNSP_gQSEel oPsSisg ™
aPsQsE + PRQREX

FyE(x)=1—|:

(26)

The following derivation is similar to the proof of (16), and
is omitted here. [ ]

Finally, from (15), (16) and (24), the closed-form expres-
sion of approximate EASR for any value of antenna number
can be derived as

_ 1 q q +
Cs =~ ™ |:§ w;i® (zi) — ;wﬂ‘l (Z,’)] . 27

B. EASR ANALYSIS FOR LARGE-SCALE ANTENNA ARRAY
Theorem 1: As Ng — 0o, Np — o0, the EASR expres-

sion of the considered wireless relaying model can be given
by

Csliarge = {E[CD] ltarge — EICE] ltarge} »  (28)
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[(1 p)PSJWr +(7 r

PR Qe x™ (paKPs sk + Pr2grx) ™" [(1 — p) Pso, + o]

P2

Fype (x) =1—Ke — rePs%%k : (19
N m=0 v=0 (parPsQsp)" ™' !
(I*P)PSng”d»aI% alz)x
Fy(x)=1—Ke L 7758k "7 [!
D =
XNSZIiNL)Zl Pm v—n m+anRle%n (PaKPSQSR+PRQRRX)V m— 1[(1 —p) Py err+O_R] on
1
m=0 v=0 n=0 (paPsS2sr)"™ " vin!Qp,
(I=p)Pgog+of o
o) = kel T b
Ns—1 m Np— le v—n m+an v n(pOlKPSQSR‘i‘PRQRRx)vimil [(1 _p)PSo_ezrr_'_O_I%]v
x D o3

m=0 v=0 n=0

(14 x) (paPsQsp)" ™ viniQn

where E[Cp] ltarge and E[Cg] |1arge are written as (29) and
(30) respectively, both shown at the top of the next page;

~ . paPsNsS2sr PRNpS2rD
E = min 5 5 ,
(1_p)PSUe2rr+aR %D
" (-, -) indicates the incomplete Gamma function, and Ei(-)

denotes the exponential integral function.
Proof: As Ng — o0, by the law of large numbers, we get

paPs |lhgg|?
(1 — p) Pso2, + |frr|2Pg + o}
3 paPs Z, 1 Vhirl?
" (1 — p) Pso2, + lirrl*Pr + o}
paPsNsE [|higl?]
(1 — p) Pso2, + [frr|*Pr + 03

YSRlarge =

%

(3D

Since |h;g|? follows the exponential distribution with mean
Qsg, i.e., E[|hig|*] = Qsr, we have

- paPsQsprNg
VSR|large ~ 2 . (32)
(1 — p) Psa2, + frr|*PR + 03

Simﬂarly’ we get VRD'large ~ NDPRQRD/UD’ V2|1arge ~
(Ns — 1) Qsk.

In the case of large-scale antenna array, the ergodic legiti-
mate capacity can be calculated as

L /oo - FVDllarge ()C) dx. (33)
n2 J 1+x

The CDF of yp|jarge is written as (34) at the top of the next

page.
When x > paPsQ2sgNs/ [(1 —p0) Psaezrr + a,%] and x <
NpPrQ®rD /UL%, the following equation holds true

paPsNgQsp 1 — P 2 2
PI'( X [( > p) SOcrr +UR] < lfRR|2> =1
R

E[Cp] |1arge =

(35)
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When x < paPsQ2sgNs/ [(1 —p) Psaezrr + (71%] and x <
NpPrS2gp/o 3, applying |frrl> ~ E (K / Qrg), we obtain

Pr<”“PSxM—[(1 — P) Psog, + og]

P2
Pr < fgrl

K PPshs Qsg—[(1-p)PsoZ+oR ¢
=e PRQRRX

As a result,
by

the CDF of ypliarge can be given

6]

1, x>
paPsNssp—[(1=p)Psod+o3 |«

K PR : o

e RORRY x < &

(36)

FyD\la.rge (x) =

Substituting (36) into (33), we can obtain (29). Similarly,
we can get (30). |

Note that, in this subsection, we applied the law of large
numbers to analyze the EASR performance for large-scale
antenna array. In addition, it is potential to perform the large
system analysis by using the methods in [46] and show its
corresponding performance. However, the study about per-
forming the large system analysis is beyond the scope of this
paper and we will study the large system analysis in the future
research.

IV. ASYMPTOTIC PERFORMANCE ANALYSIS

The closed-form expression of approximate EASR for any
value of antenna number and that of exact EASR for
large-scale antenna array have been calculated in the last
section. However, the closed-form expressions of EASR
are too complicated to obtain some simple and mean-
ingful conclusions. To analyze the secure performance of
the system more effectively and find some concise and
significative verdicts, this section will provide the analy-
sis of EASR in two asymptotic cases, i.e., P — 00
and Pg — o0.
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1 K[(1-p)PsoZ+o} ]
E[Cp] liarge = o In(14+&8)—e  Pr%e [F (()’
n

K,O(XPSNSQSR)
PrQrrE

KpaP¢N¢Q
P e (o, KpaPsNs<sr (1 T é))“ (29)

PRQRr <
(1-a)Pg Qg +02 _ 2
aPsQp eWEi _(1 a) PsQsg + o
(«PsQse — Pr%E) In2 PRS2RE
Gorsasetr (1 — @) PsQs + o}
E[Cr]large = {— ¢ #s%¢  Ei[— EN, aPsQsp # PRQRE
aPsQsg
1 PsQgr — PR 2 PsSsE—PRORE+O] PsQse — PR 2
| SSeSE R RE+‘7Ee PRORE Ei [ -2 RERE + 9 ,  aPsSisp = PRS2RE
In2 PRQ2RE PrS2rE
(30)
NpPr2
y > Mo R2 RD
%D
5 (34)

Fyparge (X) = paPsNsQsp 1—o0)P
or <— [(1—p)Ps

Pr

2
Torr + 07 - lfRR|2> < NpPrQrp

A. EASR ANALYSIS FOR ANY VALUE OF ANTENNA
NUMBER WHEN Pg — oo

Theorem 2: The closed-form expression of EASR for any
value of antenna number when Ps — oo can be derived as

— +
cp = [Ricp* —ElCas ), 67)

where E [Cp]’s™% and E [Cr]P$ ™ are expressed respec-
tively as (42) and (43) at the top of the next page, where
2F 1 (-, -; -; -) means hypergeometric function.

Proof: When Ps — 00, (12) can be revised as

2
Ps—oo P |lhsgl]

y = — (38)

Sk (I—p) Ge'zrr
Furthermore, the CDF of {3~ and /57> can be

written respectively as
1 [U=pad, 1"
_(=po, 57! [WTS,‘;"X]
Fpomoe (1) = 1= 78 > T (9
m=0
o (Ns — 1 Ns—1
F oy () = 1 Vs — 1) . (40)
YE daNs— 1D+ (1 —-a)x

The CDF of ygs_)oo is derived as (41) which is shown at
the top of the next page. Finally, we can calculate the closed-
form expressions of E[Cp]*S~> and E [Cg]"s~®as (42)
and (43), respectively. [ |

According to (37), when Ps — 00, the closed-form
expression of EASR for any value of antenna number is no
longer related to Ps and K, indicating that when Py is high
enough, the degree of SIC can not effect the EASR perfor-
mance any more, meanwhile there is no need to increase Ps.
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The reason is that, as Pg — oo, the strength of the signal
transmitted from S is much greater than that of the signal
emitted from R. However, (37) is still relative to Pg due to
the DF protocol adopted at R.

B. EASR ANALYSIS FOR ANY VALUE OF ANTENNA
NUMBER WHEN Pp —

Theorem 3: The closed-form expression of EASR for any
value of antenna number when P — oo can be derived as

C =0 (44)

Proof: When PR — o0, (12) can be rewritten as
V_Sé*_)m = 0. Thus, the relay cannot decode the signal
from the source correctly, resulting in E[Cp]Px~>> = 0.
Similarly, it can be obtained from (11) that ng_)oo
0 and E[Cg]P®R~> = 0. Therefore, when Px — 00,
Cer=™® =0, ]

From Theorem 3 and its proof, we see that the EASR
expressions for any value of antenna number and the ergodic
capacity of the legitimate channel and the eavesdropping
channel all equal zero. This is because the high transmit
power of the relay results in high level of SI so that the
relay cannot decode information correctly, and also seriously
affects the reliable reception of the legitimate node and the

eavesdropper node.

C. EASR ANALYSIS FOR LARGE-SCALE ANTENNA WHEN
Ps — oo

Theorem 4: The closed-form EASR expression for large-
scale antenna array when Pg — oo can be derived as

— - N — +
Csline™ = {ELCD1 o™ —EICEN 57} @49)

large large large
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(1=p)PRORDOGr+pao B sk

F pgoo(x)=1—e paPRASRSIRD
YD

Ns—1Np—1 )
= = min! (paSesr)™ (PRS2RD)"

Ns—1Np—1
3 DX: (1= p)" oo xm (41)
m!n! (paQsr)™ (PRRrp)"
m=0 n=0

X e PaPRQSRQRD

(1=P)PRRRDOZ +pao s R 1 — 0) PrQprpo2. + pao2
F(—m—n,( 0) PRQ2Rpo,,, + paopQsg 42)

(1—=Ns)(1 —aNs)+Ns (1 —a)

PaPRQsrQ2Rp

E [CE]P5—>OO —

(Ns =1 (I —a)Ns

2F 1 <1,1;1+N5;
l—«o

1-— Oth> 43)

where E[Cp] Iifr;w and E[Cg] |Zsr;°° are written as (47)

and (50), respectively.
Proof: When Pg — 00, (32) can be rewritten as

Ps—oo _ PaNsSisp
YsRligrge = 0 poZ. o (46)
Furthermore, we can get the closed-form expression of
ergodic capacity of the legitimate channel as (47) which is
shown at the bottom of the next page.
Similarly, (11) can be revised as

Pg—>00 ayl
VE|[aSrge = m (48)
Thus, the CDF of yglf;sr;m and the closed-form expres-

sion of the ergodic eavesdropping capacity in the case of
large-scale antenna array can be respectively calculated as

I—a

=l—ea*
Figre @ =1-e " @
1 1—a l—«
Ps— 1—a
M@m@w=gyar@,a). (50)
The proof is completed. ]

From Theorem 4, we can obtain the following conclusions.
In the case of Pr > paNsQsgop/[(1 — p) o2 NpQrp],

err
Eslifr;m is not related to Ps, Pg, and Np any more
and is a monotonically increasing function w.r.t. p or Ng.
Namely, when the transmit power of the relay is extremely
high, the EASR performance for large-scale antenna
array can be improved effectively as Ng increases, and
a good channel estimation is also an essential issue
for the EASR performance. In the case of Pp <
paNsQusrap/ [ - p) ofrrNDQRD], fﬂﬁ;w has nothing
to do with Ps or Ng and increases monotonically w.r.t.
Pr or Np. In this case, the EASR performance can be
strengthened significantly by increasing Pg or Np. Note that
Ppr should not be set too high, to prevent Pr from exceed-
ing the threshold paNg QSRog/ [(l —p) UEV,NDQRD], which
will make the EASR irrelevant to Pg or Np. Moreover, p is
not a parameter in the EASR expression any more, indicating
that the impact of CSI estimation accuracy to the EASR

performance can be ignored.
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In addition, when P — oo, E[CE] |ifr;°° is related

to « solely and increases monotonically w.r.t. @. Qg and
Qgg are no longer parameters in the EASR expression, and
increasing Ng or Np can effectively improve the performance
of EASR. The reason is that with high Pg, large-scale antenna
angular resolution can form powerful null-space which is
strong enough to ensure secure communication even that the
eavesdropper has perfect channel quality (e.g., the distance
between the eavesdropper and the legitimate nodes is very
close).

D. EASR ANALYSIS FOR LARGE-SCALE ANTENNA
WHEN Pp — oo
Theorem 5: The closed-form EASR expression for large-
scale antenna when Pg — o0 can be derived as
= P
Csligrge . =0- (51)
3 Pr—oo __
Proof: When Pgp — 00, (32) becomes ysg| la’ige =0,
so the relay can not decode successfully. Thus, the ergodic

capacity of legitimate channel for large-scale antenna can be
Pr— o0

formulated as E [Cp] | large = 0. Similarly, (11) can be
written as yE|Z’j;°° = 0, then E[Cg] |Zer;OO = 0. This
completes the proof. [ ]

In the case of P — o0, the EASR expression for large-
scale antenna array equals zero always, and the ergodic capac-
ity of the legitimate and the eavesdropping channel are all
zero. The reason is similar with that of EASR performance
in the case of any value of antenna number when Pg — oo.
In practical application, one should avoid increasing the relay
transmit power blindly.

V. NUMERICAL RESULTS AND DISCUSSION

In this section, we will provide the numerical simulations
to validate the derived analytical close-form expressions by
using the Monte Carlo method. The AWGN variances of all
nodes are normalized without loss of generality, i.e., 01% =
ag = aé = 1. Moreover, we set the variance of channel
estimation error and the average channel power gain of all
channels as Qsp = Qsg = Qrp = Qe = aezrr = 0.1. The
distance of antennas at the relay is much closer than those of
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FIGURE 2. EASR performance comparison versus P with different K.

other nodes, so we assume the average channel power gain
Qrr = 1. In all figures, the suffix “LS” indicates large-
scale antenna condition. The simulation points indicate the
average values obtained by 10° random channel realizations,
according to the Monte Carlo method. Besides, we set g = 24
for the GLQ approximation in our paper.

In the case of the same total transmit power P, Fig. 2 com-
pares the EASR performance of the proposed FD relaying
scheme and that of the traditional half-duplex (HD) relaying
method [16]. Note that the HD relaying scheme transmission
model topology is the same as our proposed FD relaying
model except that the relay node of the HD relaying scheme
equips single antenna and works in the HD mode. The HD
curve is generated by the Monte Carlo method, which is used
to simulate the EASR performance of the conventional two-
hop HD relaying scheme for comparison. Besides, the FD
curves are from (27). To compare the EASR performance
fairly, the total transmit power of each time slot for the
above two transmission modes is set as a constant P, where
Ps 4+ Pg = P. In this figure, we set p = 1, which means that
we consider the perfect CSI of legitimate channel obtained by
the source. Set Ny = Np = 6 and o = 0.5. In each time slot
of the FD relaying scheme and the second time slot of the HD
relaying scheme, we allocate P/2 to S and R, respectively.
It is important to note that, different from [16], the source
broadcasts merely random AN and the relay node transmits
forwarding signal simultaneously in the second time slot of
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FIGURE 3. EASR performance versus o with different values of Pg and Pg.

the HD relaying scheme. In the first time slot of the HD
relaying scheme, because R works in the receive mode, all the
transmit power P should be allocated to S. It can be observed
from Fig.2 that, the curves of (27) match well with the Monte
Carlo simulation points, which approves the feasibility of
GLQ method in this paper. In the case of K = 0dB, i.e., there
is no SIC technique applied, the EASR performance of the
proposed FD relaying scheme is very poor and almost stays
constant with the increase of P. In the case of K = 10dB,
the FD relaying scheme is not always superior to that of the
HD relaying scheme, particularly in the middle to high level
of P. In the case of K = 30dB, the EASR performance of
the FD relaying scheme is almost twice than that of the HD
relaying scheme for various P of interest, demonstrating the
superiority of the FD relaying scheme as well as the necessity
and importance of SIC.

Fig. 3 demonstrates the EASR performance versus the PA
factor o with different Pg and Pg, in the case of Ng = Np =
6, p = 0.9, and K = 20dB. All curves are form (27).
From this figure, one can conclude that, the impact of Pg
on EASR performance is significant under the condition of
a constant Pg. In the case of low Pg (Ps = 10dB), the EASR
performance will decrease significantly as Pg increases. The
reason is that, larger Pg can cause stronger SI which will
damage the EASR performance in the case of Ps < Pg. Inthe
case of high Pg (Ps = 20dB), the increase of Pg will not
always deteriorate the EASR performance. When there is a

NsQ aNsQsro A
10g2(1+—pas S§>, R = P SZSRD
DIljarge = | 1+ PrNpSQrD P p(stﬂsRo’lz)
og 5 > R <
2 oj (1 - p)02,NpQkp
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FIGURE 4. EASR performance versus K with different Pg.

large PA factor (e.g. « > 0.2), the EASR performance will
improve with the increase of Pg. This is due to that, when «
is large enough, the power assigned to the intended signal is
also relatively high and can offset the negative effect of high
level of SI in the case of Pg > Pg.

Fig. 4 shows the EASR performance for any value of
antenna number (27) and large-scale antenna array (28) as the
function of K for different Pg. Set that the antenna numbers
in (27) and (28) are Ng = Np = 6 and Ny = Np = 100
separately, Pg = 15dB, p = 0.9, and « = 0.5. From Fig. 4,
it is observed that the EASR performance of any value of
antenna number and large-scale antenna array are increasing
as K increases, and tend to different fixed values which are
irrelevant to K and proportional to Ps. From the above analy-
sis, we know that the improvement on the EASR performance
due to the SIC technique exists an upper bound. In the figure,
the EASR curves for large-scale antenna array match well
with the simulation results, indicating the correctness of (28).
Moreover, the large-scale antenna technique can enhance the
EASR performance significantly.

Fig. 5 shows the curves of (27) and (28) versus Ps for
different K. The values of Ng, Np, Pg, p and « are set the
same as that in Fig. 4. It is observed from Fig. 5 that the
EASR curves for any value of antenna number and large-
scale antenna array tend to different fixed values. The two
asymptotic lines match well with the EASR curves in high
Pg regime, indicating the correctness of (37) and (45). With
the increase of Pg, the reason why the curves in the case of
K = 30dB firstly increase and then decrease is due to the
fixed DF strategy applied at the relay, which introduces the
min function into the calculation of the main channel’s SINR.

Fig. 6 shows the curves of (27) and (28) versus Pgr for
different K. The values of Ng, Np, p and « are set the same
as that in Fig.4, and we set Pg = 15dB. To verify the
asymptotic analysis in the case of P — oo, we plot the
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FIGURE 6. EASR performance versus Py with different K.

EASR performance in the range of Pg € [0, 80]. However,
one should know that Pg < 30dB is our research range of
interest. We find that the EASRs for any value of antenna
number and large-scale antenna array both approach to zero
with the increase of Pg, which approves the correctness of
(44) and (51). Meanwhile, in the case of low Pg (e.g., P <
10dB), K is almost irrelevant to the EASR performance. This
is because, when the transmit power of the relay is much
lower than that of the source, the impact of SI on the EASR
performance is negligible. From Fig. 6, it is observed that the
curves firstly increase and then decrease with the increase of
Pr. This is because that the relay applies the fixed DF strategy
which introduces the min function into the derivation of the
main channel’s SINR.
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Fig.7 plots the curves of (27) versus p for different Ng and
Np. In this figure, we set that Ps = K = 20dB, P = 15dB
and o = 0.5. From Fig.7, the EASR performance increases
as p increases, and reaches the maximal values when p = 1,
which proves the importance of channel estimation accuracy
on the system performance. Meanwhile, increasing Ng can
effectively improve the EASR performance. However, only
when channel estimation accuracy is well (o > 0.5), increas-
ing Np can improve the EASR performance of the system as
shown in Fig. 7, indicating that Ng definitely has priority over
Np if one wants to enhance the EASR performance by adding
antenna number.

VI. CONCLUSION

In this paper, to help the legitimate party fight against the
passive eavesdropper and enhance the overall secrecy perfor-
mance, the ANP scheme adopted in the FD relaying wire-
less transmission system was proposed and analyzed. The
EASR performance was analyzed with the consideration of
SI channel at the relay and the imperfect CSI of legitimate
channel acquired by the source. We derived and provided the
closed-form expression of approximate EASR for any value
of antenna number. Furthermore, the closed-form expression
of exact EASR for large-scale antenna array was calculated
and given. To gain more meaningful conclusions, we ana-
lyzed the asymptotic EASR performance in two asymptotic
cases, i.e., Py — o0 and Pg — oo. Simulation results
validated that the GLQ method which is adopted to approx-
imate the intractable integral in this paper is applicable and
valid. According to the theoretical analysis and simulation
results, the impacts of the system parameters on the EASR
performance were characterized, and the effectiveness of the
proposed ANP combined with FD relaying scheme was also
authenticated.
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